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CALL PROCESSING WITH VOICE OVER INTERNET PROTOCOL TRANSMISSION 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] The present application is a continuation-in-part of co-pending and 
commonly assigned United States patent application serial number 09/905,014 entitled "Public 
Telephone Control with Voice Over Internet Protocol Transmission," filed July 13, 2001, and is 
a continuation-in-part of co-pending and commonly assigned United States patent application 
serial number 10/642,532 entitled "Centralized Voice Processing," filed August 15, 2003, the 
disclosures of which are hereby incorporated herein by reference. The present application is 
related to co-pending and commonly assigned United States patent applications serial number 
10/135,878 entitled "Information Management and Movement System and Method," filed April 
29, 2002, serial number 10/135,883 entitled "Optimizing Profitability in Business Transactions," 
filed April 29, 2002, serial number 10/190,315 entitled "System and Methods for Offering a 
Service to a Party Associated with a Blocked Call," filed July 3, 2002, serial number 09/640,83 1 
entitled "System and Method for Reverse Billing of a Telephone Call," filed August 17, 2000, 
serial number 10/022,946 entitled "Method for Determining an Entity Responsible for Billing a 
Called Party," filed December 17, 2001, serial number 10/217,149 entitled "System and Method 
for Call Treatment," filed August 12, 2002, serial number 10/252,956 entitled "Three- Way 
Telephone Call Prevention System and Method," filed September 20, 2002, serial number 
09/995,253 entitled "Method and Apparatus for Exchanging Data Between a Primary Computer 
System and an External Computer System to Ensure Transaction Reconciliation Between the 
Systems," filed November 27, 2001, serial number 10/360,248 entitled "System and Method for 
Account Establishment and Transaction Management Using Interrupt Messaging," filed 
February 7, 2003, serial number 10/360,442 entitled "Systems and Methods for Transaction 
Authorization Determination," filed February 7, 2003, serial number 10/437,839 entitled 
"Intelligent Queuing of Transaction Requests," filed May 14, 2003, and serial number 
10/420,585 entitled "System and Method for Detecting Unauthorized Call Activity," filed April 
22, 2003, the disclosures of which are hereby incorporated herein by reference. 
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TECHNICAL FIELD 

[0002] This invention relates generally to call processing systems, and more 
particularly, to a call processing architecture providing processing of voice telephone calls with 
the calls being routed over Voice over Internet Protocol networks. 

BACKGROUND OF THE INVENTION 

[0003] With typical coin operated public telephones a caller manually dials 
appropriate information over transmission means, such as local wire loops connecting to a 
computing and switching means called a "central office switch," which first collects the dialed 
caller information, processes the call, and controls the switching, accessing, and routing of caller 
information over long-distance transmission means to other similarly-arranged computing and 
switching means that are remotely located. Access over additional long-distance transmission 
means was provided to a last computing and switching means connected to the local loop of a 
destination telephone terminal instrument and various computing and switching means which 
record the call numbers and timing and further arrange the accounting and billing for the public 
telephones and calls. 

[0004] In the past voice telephone calls were connected to a human operator to 
provide assistance in accounting and billing for a call. However, automated systems for 
providing call processing functions are not new. For example, United States patent number 
5,247,569 entitled "System and Method for Controlling Outbound and Inbound Calls in a 
Telephone Communication System," the disclosure of which is incorporated herein by reference, 
teaches a call handling system for controlling inbound and outbound calls automatically for 
placing agents in communication with calling and called parties. United States patent number 
5,255,305 entitled "Integrated Voice Processing System," the disclosure of which is incorporated 
herein by reference, teaches a general purpose computer platform providing voice processing 
functions, including voice messaging, call processing, and interactive voice response. United 
States patent number 4,935,956 entitled "Automated Public Phone Control for Charge and 
Collect Billing," the disclosure of which is incorporated herein by reference, teaches a 
microcomputer system for use in automatically controlling charge and collect-call functions, 
wherein the charges can be billed to either a credit account, the called party, or to a third party 
with a computer recording and accounting for the revenues collected from the telephone service. 
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United States patent number 6,052,454 entitled "Telephone Apparatus With Recording of Phone 
Conversations on Massive Storage," the disclosure of which is incorporated herein by reference, 
teaches a telephone apparatus for providing service to a plurality of telephones located at a 
particular facility, having the capability of controlling the connection of calls and recording 
selected phone conversations. 

[0005] Such call processing systems have typically implemented configurations in 
which substantial amounts of call processing functionality is disposed or deployed in association 
with a facility being serviced. For example, discrete and substantially independent call 
processing systems are disposed at prison facilities, or other facilities, served by the system of 
above mentioned United States patent number 4,935,956. Similarly, although call authorization 
functionality is disposed remotely to a facility being served in the system of above mentioned 
United States patent number 6,052,454, call processing is provided by the phone system disposed 
at the facility. 

[0006] A service provider may have a relatively large number of facilities for 
which calling services are provided, such as on the order of hundreds or even thousands of 
individual facilities, perhaps distributed throughout a large geographic area. The aforementioned 
locally disposed call processing systems provide a number of disadvantages in addition to the 
equipment costs associated with such a configuration. For example, a large number of call 
processing systems, particularly when distributed throughout a large geographic area, presents 
challenges from a maintenance standpoint. When system aspects are modified or updated, such 
as to provide new rate tables or dialing area codes, each such call processor requires individual 
attention. For example, an operations, administration, maintenance, and provisioning (OAM&P) 
terminal may be utilized to establish a dial-up connection with each affected call processor and 
provide update information and/or reconfiguration. However, merely establishing such dial-up 
connections with a large number of remote systems is burdensome, even ignoring the time and 
effort required in actually providing the update. Even where a persistent data link is maintained 
between such an OAM&P terminal and the remote systems, managing an update of a large 
number of remote systems is difficult. 

[0007] Additionally, data sharing, aggregation, and statistical analysis available 
using such discrete or distributed call processing systems is very limited. The distributed and 
discrete nature of such previous configurations is not well suited for widespread data sharing, 
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aggregation, and analysis. Moreover, the lack of persistent and/or high bandwidth data 
connections, such as in the case of the typical dial-up configuration, does not readily facilitate 
the aggregation of large amounts of data as might otherwise be useful in developing an image 
across many facilities for which calling services are provided. 

[0008] Introducing new features and functions in such call processing systems can 
be problematic. For example, a particular feature requiring a minimum resource configuration or 
particular hardware may require a significant capital investment to introduce the feature for use 
at a number of sites as each corresponding call processing system may require hardware 
upgrades etcetera. 

[0009] Additional challenges may be presented with respect to use of the 
aforementioned discrete or distributed call processing systems in particular situations. For 
example, where such call processing systems are deployed for use with respect to particular 
controlled environment facilities, such as prison facilities, functionality such as call recording 
may be implemented. Recording calls typically require substantial recording media space. 
Accordingly, personnel at each facility, whether employed by the service provider or by the 
facility itself, is required to periodically, often daily, archive or otherwise refresh the recording 
media to ensure the continued ability to record calls. 

[0010] Where such call processing systems are used in providing collect calling or 
other subsequently billed calling services, discrete or distributed call processing system 
configurations can present issues with respect to billing and/or risk management. For example, 
billing records may only be polled periodically, such as by establishing a dial-up connection 
every night, thereby delaying billing as much as 24 hours with respect to any particular call. 
Moreover, analysis with respect to call velocity (information with respect to a number of calls 
placed to or from a particular number over a period of time) and/or credit limits may not be 
possible until the aforementioned periodic collection of data, allowing calls which otherwise 
would not be allowed to be completed to continue to be placed during the time of a polling 
period. 

[0011] Telephone instruments which are accessible to the public for placing 
telephone calls are used in locations which are accessible to persons who are not necessarily 
responsible for their use. Often, public telephones are located in areas where restrictions are to 



25361733.1 



4 



Docket No.: 63 1 34/P017CP 1/103 15601 

be placed on their use. For example, in prisons limitations are placed on the destination 
telephones (called party numbers) which may be called. In order to control the destination 
numbers which may be called using such publicly placed telephone instruments, it is useful to 
detect three-way call attempts which may be used to circumvent destination number restrictions 
imposed by a call processor. U.S. Patent 5,768,355 entitled "Three- Way Call Detection 
System," the disclosure of which is incorporated herein by reference, shows a three-way call 
detection system which uses digital signal processing to identify a third party connection. The 
three-way call detection of this patent is used in the Commander™ telephone system supplied by 
Science Dynamics Corporation. 

[0012] Recently, voice over internet protocol (VoIP) has been used for transmitting 
packets of data representing voice telephone messages. A VoIP gateway provides an interface 
between analog voice lines and digital data systems and permits VoIP sessions to be conducted 
with called parties, such as a called party having a personal computer (PC) connected to the 
public switched telephone network (PSTN) by a telephone line. 

BRIEF SUMMARY OF THE INVENTION 

[0013] The present invention is directed to systems and methods which provide a 
call processing architecture in which call control functions are centralized or distributed using 
network connections, such as those of an intranet and/or the Internet. According to embodiments 
of the invention, telephone instruments disposed at a location at which calling services are 
provided are selectively connected to an off site switched telephone network over a VoIP 
network. In accordance with embodiments of the invention, the distribution of call processing 
functions to remote locations is integrated with the distribution of telephony signals over the 
VoIP network. According to preferred embodiments, three-way call detection processing is 
disposed beyond or outside of the VoIP network so that signal loss or degradation by VoIP does 
not interfere with three-way call detection. 

[0014] According to a preferred embodiment of the present invention VoIP is 
utilized to carry calls from a location at which calling services are provided to a centralized call 
processing platform providing all or substantially all call processing functionality, such as calling 
party identification, call validation, call routing, connection to the PSTN, call recording, etcetera. 
High bandwidth persistent data connections provided between locations at which calling services 
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are provided and a centralized call processing platform are utilized not only to carry call content 
as data, but also to provide persistent data links for data processing use, such as by management 
terminals and/or other data processing systems (e.g., commerce computer systems, justice 
application management computer systems, various peripheral devices, etcetera) disposed at the 
facility locations for which calling services are provided. 

[0015] Preferred embodiments of the present invention provide devices having 
relatively limited or specialized functionality, such as VoIP gateways or integrated access 
devices (IADs) (collectively referred to herein in centralized call processing configurations as 
call processing gateways), at facility locations for which calling services are provided. These 
call processing gateways are preferably utilized to provide plain old telephone service (POTS) 
analog line interfaces for use with a plurality of telephone sets disposed for use at the facility and 
at least one wide area network (WAN) interface for providing high speed data communication to 
a centralized call processing platform. The aforementioned WAN interface may provide 
connectivity via any of a number of networks, including an intranet, an extranet, the Internet, a 
public network, a private network, and combinations thereof. Call processing gateways utilized 
according to the present invention may provide additional interfaces, such as a local area 
network (LAN) for connecting systems such as management terminals to the gateway and/or 
centralized call processing platform and/or switched network interfaces such as to couple PSTN 
lines directly to the gateway, if desired. 

[0016] Call processing gateways of embodiments of the invention become the 
collection point for calls and data for a particular facility and provide a link to one or more 
central sites for call processing and other functionality. For example, one centralized call 
processing platform may be implemented with respect to a plurality of facilities serviced. 
Additionally or alternatively, a plurality of call processing platforms, such as might be deployed 
regionally and/or to provide redundancy, may be networked to a plurality of facilities serviced. 
WAN circuits may be purchased from a carrier for connecting each individual facility to the call 
processing platform or platforms. The WAN circuits may be purchased according to the 
bandwidth capacity desired for each corresponding facility, e.g., to provide less bandwidth where 
few telephone terminals are deployed at a facility and more bandwidth where many telephone 
terminals are deployed at another facility. The WAN circuits may be collected together as they 
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proceed through a carrier's network, thereby providing a larger aggregate data pipe or pipes at a 
centralized call processing platform. 

[0017] Centralized call processing platforms of preferred embodiments of the 
present invention comprise high capacity and high speed routing/switching functionality, such as 
a router and gigabit Ethernet switch, to facilitate low latency data communication between call 
processing functionality and/or PSTN interfacing functionality of the call processing platform 
and call processing gateways of a plurality of facilities. Call processing functionality of 
embodiments of a call processing platform may be provided by a plurality of servers operable 
under control of instruction sets defining operation to provide call processing features such as 
calling party identification, call validation, call routing, etcetera. PSTN interfacing functionality 
of embodiments of a call processing platform may be provided as a data connection (e.g., media 
gateway control protocol (MGCP) or session initiation protocol (SEP)) to the PSTN. 
Additionally or alternatively, PSTN interfacing functionality of embodiments of a call processing 
platform may be provided as POTS trunking or other more traditional telephone line interface. 
Preferred embodiments, however, may place calls on the PSTN in VoIP protocols to receive the 
benefit of such advantages as lower connection cost offered by the carrier when introduced to the 
PSTN in VoIP protocols, reduced latencies associated with repeated conversion of the call 
between VoIP and analog protocols, and improved call quality associated with carrying the call 
in digital format closer to the called party before conversion back to analog. 

[0018] Call processing platforms of the present invention may implement 
interactive voice response (IVR) features, such as to solicit information from a caller, to provide 
call status announcements, to solicit funds for a call, etcetera. Additionally or alternatively, call 
processing platforms of the present invention may implement call recording and/or other 
centralized data collection, such as through use of a storage area network (SAN), interconnected 
redundant array of inexpensive disks (RAID) or fixed disk platforms, and/or the like. 

[0019] Preferred embodiment call processing platforms provide for data sharing, 
aggregation, and/or analysis across multiple facilities served, whether affiliated (such as facilities 
of a particular city, county, or state or facilities having an association, e.g., sheriffs association) 
or non-affiliated (such as all facilities served by the service provider). Accordingly, information, 
such as inmate booking information, dossiers, etcetera, may be shared across facilities. 
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Similarly, information, such as called party number, uncollectable call statistics, usage frequency 
or velocity, etcetera, may be aggregated and/or analyzed across facilities. 

[0020] Call processing platforms of preferred embodiments implement a data 
structure for segmenting the calling activity for each individual facility to control access with 
respect to each facility's data and/or to facilitate independent accounting, maintenance, and other 
functionality, thereby providing, in some respects, a virtual facility call processor with respect to 
facilities. For example, administrative personnel of a particular facility are preferably enabled to 
perform maintenance and other operations, e.g., call processor configuration, recorded call 
playback, billing and commission record access, etcetera, with respect to that particular facility. 
According to a preferred embodiment, management terminals disposed locally at a facility are 
provided data access to portions of the call processing platforms relevant to the operation of that 
facility via the aforementioned call processing gateway, such that it appears from the user's 
viewpoint as if a local call processor system is being accessed and maintained. Additionally or 
alternatively, independent WAN connections with respect to such management terminals may be 
supported according to embodiments of the present invention. 

[0021] The foregoing has outlined rather broadly the features and technical 
advantages of the present invention in order that the detailed description of the invention that 
follows may be better understood. Additional features and advantages of the invention will be 
described hereinafter which form the subject of the claims of the invention. It should be 
appreciated that the conception and specific embodiment disclosed may be readily utilized as a 
basis for modifying or designing other structures for carrying out the same purposes of the 
present invention. It should also be realized that such equivalent constructions do not depart 
from the invention as set forth in the appended claims. The novel features which are believed to 
be characteristic of the invention, both as to its organization and method of operation, together 
with further objects and advantages will be better understood from the following description 
when considered in connection with the accompanying figures. It is to be expressly understood, 
however, that each of the figures is provided for the purpose of illustration and description only 
and is not intended as a definition of the limits of the present invention. 
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BRIEF DESCRIPTION OF THE DRAWING 

[0022] For a more complete understanding of the present invention, reference is 
now made to the following descriptions taken in conjunction with the accompanying drawing, in 
which: 

[0023] FIGURES 1 A and IB show block diagrams of controlled public telephone 
systems of the present invention; 

[0024] FIGURE 2 shows an embodiment wherein control functions are disposed at 
locations remote from that of a public telephone system processor-based system; 

[0025] FIGURE 3 shows the integration of VoIP and data networks; 

[0026] FIGURE 4 shows an embodiment of a centralized or nodal call processing 
system according to the present invention; and 

[0027] FIGURE 5 shows a flow diagram of operation of a call processing system in 
providing calling services according to an embodiment. 

DETAILED DESCRIPTION OF THE INVENTION 

[0028] FIGURE 1 A shows a controlled public telephone communication system as 
call processing system 100. Call processing system 100 of the embodiment illustrated in 
FIGURE 1 A includes a plurality of public telephone terminals 110 disposed at a location for 
which calling services are to be provided. The location may, for example, comprise a prison in 
which the use of the public telephones is monitored and controlled. 

[0029] Although call processing systems of the present invention are described 
herein with reference to its configuration and use in providing calling services to jail or prison 
facilities in order to better aid the reader in understanding the concepts of the present invention, 
it should be appreciated that call processing systems of the present invention are not limited to 
use with respect to such facilities. Embodiments of the present invention may be utilized with 
respect to any number of locations in addition to or in the alternative to the aforementioned 
prison, such as hospitals, nursing homes, camps, dormitories, businesses, residences, kiosks, 
etcetera. 
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[0030] Telephone terminals 1 10 are connected to processor-based system 120 by 
wire lines 140. Processor-based system 120 may comprise a programmable computer having a 
central processing unit (whether general purpose or application specific), memory, and 
appropriate input/output interfaces, which is operable under an instruction set defining operation 
as described herein. Wire lines 140 may comprise analog voice lines, such as those associated 
with plain old telephone service (POTS). Wire lines 140 of embodiments of the invention may 
comprise digital communication links, such as those used between a digital private branch 
exchange (PBX) and its associated user stations. Line interface 123 provides interfacing 
between the signals native to telephone terminals 110 and a processor or processors of processor- 
based system 120. 

[0031] As will be discussed in detail below, VoIP gateway 126 provides voice 
connectivity via WAN 180. WAN 180 may comprise any data network, such as an intranet, an 
extranet, the Internet, a public network, a private network, and/or the like. Although illustrated 
as a WAN, it should be appreciated that embodiments of the present invention may utilize data 
networks such as a local area network (LAN), a metropolitan area network (MAN), an intranet, 
an extra net, the Internet, and/or the like in combination with or in the alternative to a WAN. 

[0032] Telephone terminals 110 may be placed in voice communication with any 
of a number of user terminals via VoIP gateway 126 and WAN 180. For example, telephone 
terminals (not shown) connected to PSTN 160 may be placed in communication with one or 
more of telephone terminals 110 via VoIP gateway 126 and WAN 180, perhaps using a 
corresponding VoIP gateway (as shown in FIGURE IB) at an edge of WAN 180 coupled to 
PSTN 160. Additionally or alternatively, telephone terminals 110 may be placed in 
communication with devices such as video phones, multi-media computers, cellular phones, 
personal digital assistants (PDAs), and/or the like via VoIP gateway 126 and WAN 180, whether 
such devices are coupled to WAN 180 or PSTN 160. 

[0033] The embodiment of FIGURE 1A includes functionality of a call processing 
platform integrated with that of a call processing gateway. Accordingly, processor-based system 
120 is shown including switching control block 121, routing control block 122, billing control 
block 124, validation control block 128, and unauthorized call activity detection control block 
129 in addition to line interface 123 and VoIP gateway 126. Typically a prison environment 
such as is described in the example has rules and regulations regarding inmate telephone usage. 
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Accordingly, switching control block 121, routing control block 122, billing control block 124, 
validation control block 128, and unauthorized call activity detection control block 129 maybe 
utilized to cooperatively control, route, connect, disconnect, and account for calls. 

[0034] For example, a user of one of telephones 110 may place the telephone in an 
off-hook condition and dial or otherwise provide user and/or account identification information, 
in addition to providing a destination number or other information with respect to a desired call 
to be placed. Validation control block 128, perhaps in cooperation with a call application 
management system and/or a call treatment system as are described below, may operate to verify 
the identity of the calling party, that the calling party is authorized to place a call, that the called 
party will receive calls or is authorized to receive calls from the calling party, that the calling 
party and/or called party have not exceeded a particular velocity of calls or a preselected value 
point (e.g., billing limit), that an identified prepaid account has sufficient monies to fund the call, 
that, in the case of a collect call, a billing arrangement exists between an entity responsible for 
billing calls to the called party and the service provider and that the called party presents an 
acceptable collection risk, etcetera. 

[0035] Where the desired call has been validated, routing control block 122 may 
operate to determine an appropriate network routing for connecting the desired call. For 
example, routing control block 122 may determine a least cost routing connection, a best quality 
connection, a particular carrier to handle the call, such as based upon various call attributes, 
etcetera. Thereafter, switching control block 121 may control connection and disconnection of 
the desired call. 

[0036] Billing control block 124 preferably operates to provide accounting, billing, 
and/or reconciliation of charges for calling and other services provided by call processing system 
100. For example, billing control block 124 may cooperate with switching control block 121 to 
identify beginning and ending times of a call, with routing control block 122 to determine 
appropriate rate information for use with respect to the call, and with validation control block 
128 for identification of calling/called parties and/or an account to be used with respect to a call. 
Additionally or alternatively, billing control system 124 may cooperate with a call application 
management system, as is discussed in detail below, to facilitate collection of billing information 
with respect to calls processed by call processing system 100. 



25361733.1 



11 



Docket No.: 63 134/P017CP 1/103 15601 

[0037] Unauthorized call activity detection control block 129 is preferably operable 
to monitor a connected call to provide call intelligence for use in determinations with respect to 
allowing a particular call to be continued. According to one embodiment, unauthorized call 
activity detection control block 129 provides real-time intelligence with respect to fraudulent or 
otherwise unauthorized activity being attempted during a call. For example, unauthorized call 
activity detection control block 129 may employ silence detection techniques to identify attempts 
at establishing an unauthorized three-way call. According to one embodiment, unauthorized call 
activity detection control block 129 utilizes digital signal processing to detect three-way call 
attempts by establishing a baseline ambient, or background, noise level, and detecting when the 
call signal noise level drops below the ambient noise level. 

[0038] It should be appreciated that call processing functionality may be provided 
in a call flow at one or more points based upon various considerations. For example, 
unauthorized call activity detection control block 129 may be coupled to a call flow at a point 
beyond or outside of the VoIP network. VoIP transmission utilizes voice compression and 
packetizing, which are often lossy and may be detrimental to the ability to perform unauthorized 
call activity detection, such as detection of three-way call attempts. Therefore, the illustrated 
embodiment shows unauthorized call activity detection control block 129 coupled to line 
interface 123, disposed in the call flow external to the VoIP data stream, to operate with respect 
to telephony signals which have not been compressed and packetized by VoIP gateway 126 
and/or which have been decompressed and depacketized by VoIP gateway 126. Embodiments of 
the invention may dispose various aspects of call processing functionality in a call flow 
differently, whether inside or outside of the VoIP data stream, than shown in FIGURE 1A. 
However, preferred embodiments adapt call processing functional blocks to utilize VoIP data 
streams where practical in order to realize benefits associated with easily routing voice over data 
connections and data compression of VoIP. 

[0039] Processor-based system 120 of embodiments of the invention supports a 
variety of applications and functionality in addition to or in the alternative to that shown in 
FIGURE 1A. For example, processor-based system 120 of embodiments of the invention are 
adapted to provide for remote configuration, management and back-up, bandwidth allocation and 
control, least cost routing, VoIP as well as various telephony related applications. Although not 
shown in the embodiment of FIGURE 1 A, interactive voice response (IVR) functionality, or 
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other calling/called party interactive control interface, may be implemented with respect to 
placing, connecting, disconnecting, and billing a call. For example, a calling party may be 
solicited for information, such as the aforementioned identification information and called party 
number, using IVR functionality disposed either locally to telephones 110 (e.g., within 
processor-based system 120) or remotely therefrom (e.g., a call processing platform coupled to 
processor-based system 120 via WAN 180 and/or PSTN 160). 

[0040] FIGURE IB shows additional detail with respect to a call processing system 
of an embodiment of the present invention. In the embodiment of FIGURE IB, processor-based 
system 120 includes software 150 for performing call processing functions, such as those of 
switching control block 121, routing control block 122, billing control block 124, validation 
control block 128, and/or unauthorized call activity detection control block 129. Line interface 
123 is implemented as station interface hardware which provides an interface with the telephone 
terminals 110. Digital signal processor 154 is shown coupled to a digital switching bus of 
processor-based system 120 for processing signals from the telephone terminals 1 10 as 
programmed by the software 150. VoIP gateway 126 is also shown coupled to the digital 
switching bus of processor-based system 120 to provide an interface to PSTN 160 via WAN 180 
and corresponding VoIP gateway 186. 

[0041] VoIP gateway 126 includes compressor and packetizer 125 and network 
interface 127. Compressor and packetizer 125 produces compressed data packets from the 
telephony signals. These packets are processed in network interface 127 so that they can be 
applied through WAN 180 to corresponding VoIP gateway 186. The telephone signals may be 
decompressed and depacketized by VoIP gateway 186 and distributed to a public switch of 
PSTN 160. 

[0042] In operation according to embodiments of the present invention telephone 
terminals 110 are selectively connected to off site PSTN 160 via WAN 180 and VoIP gateway 
126. As previously discussed, processor-based system 120 preferably selectively connects 
appropriate ones of telephone terminals 110 with the VoIP gateway 126 for completion of 
desired calls. VoIP gateway 126 utilizes internet protocols to establish a packet switched 
network connection (in contrast to a circuit switched network connection of the PSTN) between 
a calling and called party to thereby connect a desired call. 
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[0043] Internet protocol ("IP") is a routing protocol designed to route traffic within 
a network or between networks. VoIP is a method for providing voice capabilities over an BP 
network, such as the Internet or an intranet. In such networks data packets are sent to and from 
communication sites to facilitate communication. In communication systems utilizing a VoIP 
protocol, the packets are commonly referred to as datagrams. In typical VoIP networks, each 
communication site sends datagrams to other communication sites in which they are in 
communication with. There are different approaches to sending datagrams, any of which may be 
implemented according to embodiments of the present invention. 

[0044] In certain preferred embodiments, control signals per ITU recommendation 
H.323, and audio based media streams using RTP per Internet RFC1889, are applied. 
Alternatively control signals could be applied using other protocols such as SIP per Internet RFC 
2543. 

[0045] VoIP gateway 126 of a preferred embodiment is provided to service and 
control VoIP communications. Various types of VoIP communications may be effectively 
managed and controlled in accordance with preferred embodiments of the present invention. 
Voice data may be processed by means of a vocoder (Voice Coder/Decoder), as may be provided 
in VoIP gateway 126. Voice coding and decoding as utilized according to embodiments of the 
invention may implement one or more of several standard schemes, such as ITU 
recommendation G.723.1, G.729, or G.711 among others. 

[0046] In accordance with embodiments of the present invention, efficiency and 
lower costs are obtained through operation of call control systems, such as shown in FIGURE 
1 A, implementing VoIP communication links in completing calls. For example, a state wide 
prison system may include thousands of telephone terminals which are to be controlled and for 
which calls are to be completed. Using the VoIP communication links described above, high 
speed data links may be utilized to trunk communication links utilized in completing calls, 
thereby eliminating the need for a large number of line connections to the PSTN. Often large 
administrative systems, such as those of such prison systems, have existing data networks which 
may be leveraged in providing VoIP communication links as described herein by providing a 
processor-based system with a VoIP gateway as described herein. 
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[0047] Moreover, call processing functionality, such as that discussed above, may 
readily be centrally located for optimized use by a plurality of locations, such as those of the 
aforementioned statewide prison system, using call processors of the present invention, thereby 
providing further efficiency and lower costs. Call control functions which may advantageously 
be disposed remotely with respect to a location for which calling services are provided include a 
wide array of editable call control parameters, advanced call monitoring, real time call recording, 
three-way call detection, fraud detection, and/or the like. 

[0048] The distribution of call control functions may be accomplished with 
programming based on software architecture such as BubbleLINK® and equipment with the 
ability to enable a seamless connection between traditional circuit-based networks and digital 
packet-based networks. Such equipment includes the Integrator C-2000® series of IP Telephony 
Gateways and the Commander II Inmate Control phone system (also based on the Integrator C- 
2000® architecture). 

[0049] FIGURE 2 shows one embodiment wherein control functions are disposed 
at locations remote from that of processor-based system 120. Specifically, in call processing 
system 200 of FIGURE 2, routing control block 222, corresponding to routing control block 122 
described above, billing control block 224, corresponding to billing control block 124 described 
above, and validation control block 228, corresponding to validation control block 228 described 
above, have been disposed at a location remote from processor-based system 120. Accordingly, 
call processing system 200 of FIGURE 2 provides an embodiment wherein processor-based 
system 120 provides a communication gateway or call processing gateway relying upon centrally 
disposed call processor platform 220 to provide the aforementioned call processing functions. 
Although not shown, call processing platform 220 may be coupled to a plurality of call 
processing gateways and provide call control functionality with respect to each such call 
processing gateway. 

[0050] LAN 250, such as may comprise an Ethernet network provides data 
communication between call processor platform 220 and processor-based system 120. It should 
be appreciated that LAN 250 may comprise any data network, such as an intranet, an extranet, 
the Internet, a public network, a private network, and/or the like. Moreover, although illustrated 
as a LAN, embodiments of the present invention may utilize data networks such as a WAN, 
MAN, an intranet, an extranet, the Internet, and/or the like in combination with or in the 
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alternative to a LAN. According to embodiments of the present invention, a same data network 
is utilized with respect to call control data communication provided between processor-based 
system 120 and call processing platform 220 and VoIP communication provided between 
processor-based system 120 and PSTN 160. 

[0051] The embodiment of call processor 300 shown in FIGURE 3 shows the 
integration of VoIP and data networks. Specifically, call processor 300 of FIGURE 3 provides a 
configuration in which telephone communication is integrated into the data exchange network. 
Accordingly, a data connection, such as a high speed data connection, may be utilized to provide 
both voice connections of desired calls as well as data communication, such as for facilitating the 
above described call control functions. Moreover, the embodiment of FIGURE 3 provides a 
configuration which readily facilitates voice processing by call processing platform 220. For 
example, validation control block 228 may utilize voice print technology in identifying a calling 
and/or called party. Calling and/or called party utterances may be provided in a VoIP data 
stream to call processing platform 220, such as by VoIP gateway 126 and/or VoIP gateway 186. 
Similarly, VoIP data streams, such as may be generated by a voice response unit (VRU) of call 
processing platform 220, may be provided to the calling and/or called party via VoIP gateway 
126 and/or VoIP gateway 186. The embodiment of call processor 200 shown in FIGURE 2 may 
be similarly operated to provide VoIP data streams to/from call processing platform, such as via 
LAN 250 and/or WAN 180, if desired. 

[0052] It should be appreciated that disposing one or more call control function 
remotely with respect to a processor-based system providing call control functionality with 
respect to a location for which calling services are provided does not necessarily mean that such 
a call control function is not also disposed locally. For example, the embodiments of FIGURES 
2 and 3 show unauthorized call activity detection functionality disposed remotely with respect to 
processor-based system 120 as well as disposed locally thereto. Specifically, referring to 
FIGURE 3, unauthorized call activity detection control block 329 is disposed to operate on a 
processor of VoIP gateway 186 in addition to unauthorized call activity detection control block 
129 disposed in processor-based system 120. Although sharing a system housing, and possibly a 
processor, for convenience, unauthorized call activity detection control block 329 of a preferred 
embodiment is coupled to the call flow at a point beyond or outside of the VoIP network. 
Accordingly, as discussed above with respect to unauthorized call activity detection control 
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block 129, unauthorized call activity detection control block 329 of embodiments of the 
invention operates with respect to telephony signals have not been compressed and packetized by 
VoIP gateway 186 and/or which have been decompressed and depacketized by VoIP gateway 
186. 

[0053] Unauthorized call activity detection control block 129 and unauthorized call 
activity control block 329 may cooperate to provide detection of unauthorized call activity to a 
high degree of accuracy. For example, because processor-based system 120 and/or call 
processing platform 220 operate to prevent calls being connected to particular called numbers, a 
called party may be expected to attempt a three-way call in order to circumvent call control 
implemented by the call processing system and place a calling party in communication with an 
otherwise unauthorized termination point. Accordingly, unauthorized call activity detection 
control block 329, disposed at a point in the call flow more near the called party, may operate to 
detect such three-way call attempts. Unauthorized call activity detection control block 129 may 
operate in a backup capacity to confirm and/or augment determinations made by unauthorized 
call activity detection control block 329. Additionally or alternatively, unauthorized call activity 
detection control block 129 may provide for detection of activity more likely to be instigated by 
the calling party, such as dialing a remote call forwarding number. Accordingly, the 
unauthorized call activity detection control blocks of embodiments of the present invention may 
cooperate to provide detection of unauthorized call activity through redundant detection, 
detection of different activities, shared partial processing, etcetera. 

[0054] Embodiments of the present invention may utilized mixed modes, providing 
both local access wire circuits (analog or digital) and VoIP, for use in completing desired calls. 
For example, local access circuits may be utilized to transport local calls at fixed lower rates to a 
local exchange carrier (LEC), while VoIP circuits are utilized to transport higher cost long 
distance calls to an inter-exchange carrier (IXC). By connecting a plurality of sites on the WAN, 
multiple sites could share a common set of local access circuits. The sharing of local access 
circuits, called "edge routing," may be leveraged to negate a need for local access circuits at each 
facility. 

[0055] Additionally or alternatively, embodiments of the present invention may 
share gateways for connecting VoIP data streams to the PSTN. For example, a centralized call 
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processing platform may be utilized to provide a shared PSTN gateway for a plurality of 
facilities, in addition to providing shared call processing functionality. 

[0056] Directing attention to FIGURE 4, an embodiment of a centralized or nodal 
call processing system according to the present invention is shown as call processing system 400. 
Call processing system 400 of the illustrated embodiment includes call processing platform 401 
in communication with facilities 450-480 via network 430. It should be appreciated that, 
although only a single call processing platform is represented in FIGURE 4, any number of call 
processing platforms, perhaps having varied configurations and/or disposed at different 
geographic locations, may be implemented with respect to a call processing system of the present 
invention. Likewise, the number and configurations of facilities for which calling services may 
be provided by a call processing system of the present invention is not limited to that shown in 
FIGURE 4. 

[0057] Preferred embodiments of the present invention dispose one or more call 
processing gateways, shown here as call processing gateways 440, at or near sites for which call 
processing services are to be provided, here facilities 450-480. Call processing gateways 440 
may provide interfacing and arbitration between a number of protocols, signals, and/or 
interfaces. For example, preferred embodiment call processing gateways 440 provide a plurality 
of analog telephone line interfaces (e.g., POTS line interfaces) for coupling to a plurality of 
telephone terminals 441 and providing loop current, dial tone, etcetera thereto. Preferred 
embodiment call processing gateways 440 further provide at least one WAN interface (e.g., Tl 
interface) for coupling to a data, e.g., packet switched, network. Call processing gateways 440 
of this preferred embodiment provide conversion of analog signals associated with telephone 
terminals 441 and visitation telephones 443 and digital data packets of the packet switched 
network to provide a VoIP gateway. Call processing gateways 440 may include additional or 
alternative interfaces, such as LAN interfaces (e.g., 100 Mbit Ethernet interface), wireless 
interfaces (e.g., 802.1 1 interface), etcetera, if desired. Embodiments of the present invention 
utilize commercially available devices, such as the IAD 2400 series of integrated access devices 
available from Cisco Systems, Inc., San Jose, California, in providing a call processor gateway. 

[0058] It should be appreciated that communications provided by call processing 
gateways 440 utilized according to the present invention are not limited to communication 
between devices implementing different protocols and/or signals. For example, communications 
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between a plurality of telephone terminals disposed within a particular facility, e.g., visitation 
telephones 443 shown in facilities 450 and 480, may be provided by call processing gateways 
440 of the present invention. Although not requiring signal/protocol conversion to facilitate 
communication between two such similarly configured devices, call processing gateways 440 of 
the present invention are preferably leveraged to provide such communication arbitration, e.g., 
analog to VoIP and VoIP to analog functionality, to provide a data stream to call processing 
platform 401 containing the communication content between such terminals, such as to provide 
word search and/or call recording as will be described further below. 

[0059] A plurality of call processing gateways 440 may be disposed with respect to 
a particular facility, if desired. For example, a plurality of call processing gateways 440 may be 
coupled to cooperate in providing call processing services using a network, such as network 444. 
A network router or switch, such as router 445, may be utilized in coupling call processing 
gateways 440 to call processing platform 401 via network 430. Router 445 of preferred 
embodiments may provide communication security, such as in the form of firewall protection, if 
desired. Of course, other components, such as call processing gateway 440, may be configured 
to provide communication security in addition to or in the alternative to router 445. 

[0060] A particular configuration and/or number of call processing gateways 440 
utilized with respect to any of facilities 450-480 is preferably selected as a function of the 
facility's configuration. Depending upon the number of telephone terminals 441 to be provided 
calling services and/or the number of visitation telephones 443 at a particular facility (typical 
facilities may have from two telephones to approximately 600 telephones phones or more based 
on the physical size of the location), a configuration of call processing gateways 440 and/or a 
number of call processing gateways 440 deployed may be selected having more or less analog 
telephone line interfacing capacity. Similarly, depending upon the communication volume 
expected to be utilized at a particular facility, a configuration of call processing gateways 440 
and/or a number of call processing gateways 440 deployed may be selected providing more or 
less bandwidth with respect to a WAN interface thereof. Where local management terminals, 
e.g., workstations 442, or other data processing equipment, e.g., justice application management 
system 447 and/or commerce system 446, is to be provided WAN access at a particular facility, a 
configuration of call processing gateways 440 may be selected to provide a LAN interface and/or 
appropriate WAN bandwidth. 
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unauthorized call activity detection system 414, call treatment system 415, call recording system 
416, and media gateway 417 may be utilized in various combinations to provide primary calling 
service functionality according to embodiments of the present invention. Justice application 
management system 421 and/or commerce system 422 of call processing platform 401 may be 
utilized in providing enhanced functionality as will be described further below. It should be 
appreciated that, although the illustrated embodiment is described with reference to a justice 
application management system providing enhanced functionality with reference to use in 
providing calling services to jail or prison facilities, embodiments of the present invention may 
implement information management systems useful with respect to a variety of applications, 
such as hospital management, business management, demographic collection and/or analysis, 
usage statistics, etcetera. Accordingly, justice application management system 421 as shown in 
FIGURE 4 may correspond to any number of information management systems providing data 
collection and/or sharing among facilities as described herein. 

[0065] Call application management system 410 of the preferred embodiment, as 
may comprise one or more processor-based servers as are well known in the art, forms the heart 
of call processing functionality provided by call processing platform 401 . For example, 
preferred embodiments of call application management system 410 control completing a call 
between a party using any one of telephone terminals 441 or visitation telephones 443 and 
another party, such as may be using one of visitation telephones 443 or a telephone terminal (not 
shown) coupled to call processing platform 401 via SIP/MGCP network 491 or PSTN 492. 
Additionally or alternatively, call application management system 410 may include IVR, text-to- 
speech, voice recognition, and/or dual tone multi-frequency (DTMF) recognition/generation 
functionality such as may be useful for playing announcements to various ones of the calling and 
called parties, soliciting information (such as personal identification numbers (PINs), account 
numbers, called number, etcetera) from the parties, signaling other systems, etcetera. 

[0066] Detail with respect to operation in providing call processing by a call 
application manager according to embodiments of the present invention is shown in the above 
referenced patent application entitled "Information Management and Movement System and 
Method." However, call application management system 410 of the embodiment illustrated in 
FIGURE 4 herein provides a data interface coupling call application management system 410 to 
facilities 450-480 via network 430 and providing VoIP communication therebetween. 
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[0061] The bandwidth of a connection between a particular facility and network 
430 provided by a carrier access network may be scaled to correspond to an expected 
communication volume. For example, where relatively few telephone terminals 441 and/or 
visitation telephones 443 are present and management terminal or other data processing 
equipment communication is expected to be relatively low, a lower bandwidth connection (e.g., 
fraction of Tl or, perhaps in cases where reliability is not an issue, digital subscriber line (DSL) 
such as asynchronous DSL (ADSL) high bit rate DSL (HDSL) etcetera (referred to collectively 
as xDSL) or cable modem technology) may be provided. However, where a large number of 
telephone terminals 441 and/or visitation telephones 443 are present and/or management 
terminal or other data processing equipment communication is expected to be relatively high, a 
higher bandwidth connection (e.g., Tl or DS3) may be provided. These data links may be 
aggregated as they pass through the carrier's access network, thereby providing a larger 
bandwidth aggregated connection or connections (e.g., OC3 or OCX) from network 430 to call 
processing platform 401. 

[0062] The data links between call processing gateways 440 and call processing 
platform 401 are preferably packet switched links, such as those provided using various IP or 
frame relay protocols. However, any type of data connectivity protocol that may be relied upon 
to deliver VoIP and data packets may be utilized according to embodiments of the present 
invention. Embodiments of the present invention may utilize carrier access network and 
backbone network links implementing protocols such as Ethernet, asynchronous transfer mode 
(ATM), synchronous optical network (SONET), and the like. 

[0063] Call processing platform 401 of the illustrated embodiment includes 
router/switch 418 coupling network 430 to various systems and components comprising call 
processing platform 401 via network 411. Router/switch 41 8 of preferred embodiments may 
provide communication security, such as in the form of firewall protection, if desired. Of course, 
other components, such as validation system 413, may be configured to provide communication 
security in addition to or in the alternative to router/switch 418. 

[0064] The illustrated embodiment of call processing platform 401 includes a 
number of functional aspects, ones of which may be omitted in optional configurations, shown as 
various systems cooperating to provide call processing according to embodiments of the present 
invention. Call application management system 410, billing system 412, validation system 413, 
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Additionally, call application management system 410 of FIGURE 4 provides a data interface 
coupling call application management system 410 to user terminals (e.g., telephone terminals, 
not shown) via SIP/MGCP network 491 and providing VoIP communication through the carrier 
network to a point more near the user terminal. Accordingly, call application manager 410 of a 
preferred embodiment need not implement analog voice cards for interfacing with particular user 
terminals and need not convert between digital and analog signal formats when providing 
communication between particular users. 

[0067] Call processing platforms of the present invention are not limited to 
operation in the digital domain. Accordingly, the illustrated embodiment of call processing 
platform 401 includes media gateway 417 in communication with call application management 
system 410 via network 411. Media gateway 417 of a preferred embodiment, as may comprise 
one or more processor-based servers having analog voice cards as are well known in the art, 
provides interfacing and arbitration between a number of protocols, signals, and/or interfaces, 
such as to facilitate communications between digital VoIP protocols present on network 411 and 
analog protocols present on PSTN 492. Using media gateway 417, call application management 
system 410 may provide communications to user terminals (e.g., telephone terminals, not shown) 
via PSTN 492. 

[0068] However, it should be appreciated that providing communication to a 
carrier in digital format, such as SIP or MGCP, may provide several advantages. For example, 
research has revealed that considerable cost advantages with respect to carrying the traffic 
through the public network may be realized when the communications are provided to the 
network in a digital format. The cost savings have been found to be significant with respect to 
interstate and interlata calls, such as on the order of $.05 to $.02 per minute. Additionally, issues 
of latency in processing digitally processed calls may be avoided by providing communication to 
a carrier in digital format by avoiding repeated conversion between digital and analog formats. 
Call quality may be improved through the use of digital communication in as much of the 
communication link as is possible, thereby avoiding signal degradation typically inherent in 
analog communication networks. 

[0069] Embodiments of call processing platforms of the present invention are 
preferably coupled to multiple carriers (whether through POTS links, digital links, etcetera) to 
allow switching connections to be made by the call processing platform based upon 
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considerations such as least cost routing, rate changes, regulatory issues, reliability issues, and/or 
the like. Call application management system 410 of one embodiment may make determinations 
with respect to a particular carrier network to utilize in connecting a calling party to a called 
party on a call by call basis or in response to a particular event. Preferred embodiments of the 
present invention provide the ability to switch quickly between available carriers in response to 
an event, such as a service disruption or rate change. In contrast, distributed call processing 
system architectures typically require a long period of coordination, physical dispatch, and often 
the implementation of different hardware to facilitate a switch between particular carriers 
providing calling connections. 

[0070 J Additionally or alternatively, call application management system 410 may 
cooperate with other systems to provide robust call processing functionality. For example, call 
application management system 410 may cooperate with validation system 413 and/or 
unauthorized call activity detection system 414 to provide call intelligence for use in 
determinations with respect to allowing a particular call to be continued. According to one 
embodiment, unauthorized call activity detection system 414 provides real-time intelligence with 
respect to fraudulent or otherwise unauthorized activity being attempted during a call. For 
example, unauthorized call activity detection system 414 may employ silence detection 
techniques to identify attempts at establishing an unauthorized three-way call. Detail with 
respect to detecting unauthorized call activity is provided in the above referenced patent 
applications entitled "Three- Way Telephone Call Prevention System and Method" and "System 
and Method for Detecting Unauthorized Call Activity," as well as in United States patent number 
5,768,355 entitled "Three- Way Call Detection System." 

[0071] Call recording system 416 of the illustrated embodiment, as may comprise a 
SAN providing large amounts of data storage (e.g., terabytes), is coupled to call application 
management system 410 and operates under control thereof to store information with respect to 
calls. Information stored by call recording system 416 may comprise the content of the call, i.e., 
record the conversation or exchange of data provided by the call. Additionally or alternatively, 
information stored by call recording system 416 may comprise ancillary call information, such as 
identification of the calling and/or called party, calling number (e.g., automatic number 
information (ANI)), called number (e.g., dialed number information service (DNIS)), time of 
call, duration of call, account information, entity responsible for billing the call, and/or the like. 
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Although the content of a call may be recorded in an analog format, preferred embodiments of 
the present invention record the content in a digital format to readily facilitate retrieval and/or 
playback via digital means, such as upon workstations 442 via network 430. 

[0072] According to embodiments of the invention, call application management 
system 410 may signal call recording system 416 to record or not record particular calls 
processed by call processing platform 401 . For example, all calls placed from any of facilities 
450-480 to any party except an attorney representing a party to the call may be recorded by call 
recording system 416. It should be appreciated that, as the content of the call is provided in 
digital form, packets may readily be routed not only between a call processing gateway 440 and 
call application management system 410 for placing parties in communication, but also between 
call processing gateway 440, call application management system 410, or router 418 and call 
recording system 416 for archiving the content of the call. 

[0073] Call processing gateways 440 of embodiments of the invention provide 
digital data streams including the content of calls not necessarily processed by call processing 
platform 401 to facilitate recording of those calls by call recording system 416. For example, 
although call application management system 410 may not be involved in a particular call 
between visitation telephones 443 of a facility, except perhaps to initially allow the connection 
and/or establish a time limit or other parameters for the connection, a data stream containing the 
content of the call may continue to be provided from a call processing gateway 440 to call 
processing platform 401 to facilitate archiving of the call content by call recording system 416. 

[0074] It should be appreciated that disposing call recording system 416 at the 
centralized location associated with call processing platform 401 according to preferred 
embodiment provides several advantages. For example, infrastructure, such as the 
aforementioned SAN, which otherwise would be cost prohibitive to deploy with respect to a 
facility may be utilized in an optimized fashion. Moreover, individual facilities need not 
implement backup procedures for the archiving of recorded calls, thereby not only avoiding the 
administrative burden but quite likely avoiding the need for additional information technology 
personnel. 

[0075] Call recording system 416 of embodiments of the present invention may 
provide functionality in addition to or in the alternative to archiving call content. For example, 
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call recording system 416 may comprise processor-based functionality to analyze the content of 
calls for investigative or other purposes, such as to recognize particular words and phrases. Such 
word search functionality may cooperate with investigative functionality, as may be provided by 
justice application management system 421, to alert investigators of a potential threat associated 
with a caller's utterance of words such as "kill," "bomb," or particular names such as that of a 
victim or judge. Further detail with respect to investigative uses of such word search 
functionality as well as investigative functionality which may be provided using a call processor 
is shown in the above referenced patent application entitled "Information Management and 
Movement System and Method." 

[0076] Validation system 413, as may comprise one or more processor-based 
servers as are well known in the art, may operate to make determinations with respect to 
allowing a particular call to be completed and/or continued. For example, validation system 413 
may cooperate with call application management system 410 when a call is initiated to verify the 
identity of the calling party, that the calling party is authorized to place a call, that the called 
party will receive calls or is authorized to receive calls from the calling party, that the calling 
party and/or called party have not exceeded a particular velocity of calls or a preselected value 
point (e.g., billing limit), that an identified prepaid account has sufficient monies to fund the call, 
that, in the case of a collect call, a billing arrangement exists between an entity responsible for 
billing calls to the called party and the service provider and that the called party presents an 
acceptable collection risk, etcetera. Detail with respect to call validation functionality is 
provided in the above referenced patent applications entitled "Information Management and 
Movement System and Method," "Optimizing Profitability in Business Transactions," "System 
and Methods for Offering a Service to a Party Associated with a Blocked Call," and "Systems 
and Methods for Transaction Authorization Determination." 

[0077] It should be appreciated that the validation process as provided by 
validation system 413 of a preferred embodiment provides improved validation determination 
response as compared to a typical distributed validation scheme. For example, where a 
distributed architecture is utilized, validation often requires a call processor local to the calling 
party to establish a link with one or more centralized clearing houses or other databases to 
perform a validation. However, the centralized configuration of the call processing architecture 
of FIGURE 4 provides for communication between application management system 410 and 
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validation system 413 locally, using packet transmissions, thereby facilitating improved 
validation determination responsiveness. 

[0078] Additionally or alternatively, validation system 413 may cooperate with 
other systems to provide enhanced call validation. For example, validation system 413 may 
cooperate with call treatment system 415 to provide call intelligence for use in the 
aforementioned determinations with respect to allowing a particular call to be completed and/or 
continued. Accordingly, robust information, perhaps including information harvested from a 
signaling network, such as the signaling system 7 (SS7) network, may be utilized in call 
processing by call processing platform 401 of a preferred embodiment. For example, 
determinations with respect to a call forwarding feature being activated for a called number may 
be made from information available from SS7 data and, thus, validation system 413 may utilize 
this information in a determination as to whether the call should be completed. Detail with 
respect to use of call intelligence for use in making determinations with respect to the treatment 
of calls is shown in the above referenced patent application entitled "System and Method for Call 
Treatment." 

[0079] Additionally or alternatively, validation system 413 may cooperate with 
other systems of call processing system 400 to provide robust call processing functionality. For 
example, when identifying a call directed to a certain telephone number, rather than blocking the 
call attempt, validation system 413 may cooperate with justice application management system 
421 to notify an investigator that a call was made to that telephone number and/or to forward the 
call content for monitoring purposes to an investigator's telephone (e.g., cell phone or office 
phone) number. Detail with respect to such intelligence functionality is provided in the above 
referenced patent application entitled "Information Management and Movement System and 
Method." 

[0080] Billing system 412, as may comprise one or more processor-based servers 
as are well known in the art, may operate to provide accounting, billing, and/or reconciliation of 
charges for calling and other services provided by call processing system 400. For example, 
billing system 412 may cooperate with call application management system 410 to collect billing 
information with respect to calls processed by call processing platform 401 . This information 
may be used in real-time to deduct monies from prepaid accounts associated with a party to the 
call, to compile call detail records for out-clearing to local exchange carriers providing service to 
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a called party, to provide direct billing by the service provider, etcetera. Detail with respect to 
accounting, billing, and reconciliation functionality is provided in the above referenced patent 
applications entitled "Information Management and Movement System and Method," "System 
and Method for Reverse Billing of a Telephone Call," "Method for Determining an Entity 
Responsible for Billing a Called Party," and "Method and Apparatus for Exchanging Data 
Between a Primary Computer System and an External Computer System to Ensure Transaction 
Reconciliation Between the Systems." 

[0081] Additionally or alternatively, billing system 412 may cooperate with other 
systems to provide robust call processing functionality. For example, billing system 412 may 
cooperate with validation system 413 to provide billing information or portions thereof for use in 
the aforementioned determinations with respect to allowing a particular call to be completed 
and/or continued. As a specific example, debit card amounts may be debited real time by billing 
system 412 and the debit card threshold monitored by validation system 413 to shut off a call 
immediately upon crossing the debit card threshold. Accordingly, real-time, dynamic control of 
call processing services may be provided by embodiments of the present invention without the 
delay associated with periodic polling of distributed and/or discrete systems. 

[0082] Billing system 412 of embodiments of the present invention implements 
various functionality to facilitate the performance of revenue producing services and/or to 
optimize the amounts of revenues and/or profits attained. For example, billing system 412 may 
cooperate with validation system 413 and/or call application management system 410 to solicit 
funds from a party or create a prepaid account when a collection risk is determined to be 
unacceptably high or monies are not otherwise available to fund a call. Accordingly, 
embodiments of the present invention provide the ability to set up a call account real-time, e.g., 
when a caller picks up a telephone terminal in a served facility but has not already established a 
way to bill the call. Detail with respect to such functionality is shown in the above referenced 
patent application entitled "System and Method for Account Establishment and Transaction 
Management Using Interrupt Messaging." 

[0083] Billing system 412 may additionally or alternatively provide intelligent 
management of accounts receivable, such as to hold out-clearing of call detail records to local 
exchange carriers to consolidate call charges on billing statements, to maintain visibility and 
control with respect to accounts, to allow flexibility in account collection, etcetera. Detail with 
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respect to intelligent account management functionality is shown in the above referenced patent 
application entitled "Intelligent Queuing of Transaction Requests." 

[0084] It should be appreciated that, because call processing platform 401 of the 
preferred embodiment provides call processing with respect to a plurality of facilities, 
embodiments of the present invention include the capability to segment the data being stored in 
relation to each facility. For example, all of the calling records, all the call recordings, system 
parameters and configuration settings, etcetera may be tagged or otherwise associated with the 
facility to which it belongs. Using such information, call processing system 400 of a preferred 
embodiment is able to control access to the data when a user logs onto the central data from a 
facility, based on their logon ID information, where they are logging in from, or other 
information. A user logging on from a particular facility may be provided only information 
associated with that facility for which their logon ID provides them access. For example, a user 
at workstation 442 at facility 480 may be provided access to play recorded calls made from 
facility 480, provided that user's logon ID permits such activity. Similarly, a user at workstation 
442 at facility 460 may be allowed to change configuration settings, such as preselected value 
points establishing billing limits, blocked telephone numbers, etcetera, affecting operation of call 
processing platform 401 with respect to facility 460, provided that user's logon ID permits such 
activity. Of course, using appropriate security protocols, users are not limited to data access to 
the call processing platform from terminals disposed at the various facilities and, therefore, may 
access aspects of the systems from other remote locations. 

[0085] It should be appreciated that a virtual local facility call processor system is 
provided using the aforementioned management terminals disposed locally at a facility and 
coupled to the centralized call processing platform via a data connection. Accordingly, a facility 
can enjoy the benefits of having a call processor system without the full expense of such 
systems. For example, in the illustrated embodiment, a facility may have only a few telephone 
terminals, a general purpose computer system for use as a management terminal, and a data 
network connection coupled to a call processing gateway in order to receive the benefits of a full 
featured call processing system of the present invention. Expansion and updating of such a call 
processing system with respect to each facility is highly simplified as most updates and 
expansions may be accomplished centrally, at the call processing platform, without direct 
involvement of the facility or its personnel. Where the facility or its personnel are involved in an 
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expansion or update, such as to increase communication capacity, the level of such involvement 
is expected to be insubstantial, such as to deploy additional call processing gateways, connect 
additional telephone terminals thereto, and provide a network connection. 

[0086] Moreover, the centralized configuration of call processing platforms of 
embodiments of the present invention may be utilized to provide additional advantages. For 
example, data associated with a plurality of facilities may be made available for sharing, 
aggregation, and/or analysis. According to one embodiment, particular facilities, such as 
facilities within a same county or state are provided shared data access to collect intelligence, to 
improve facility management, to minimize administrative burden, etcetera. As one specific 
example of data sharing between facilities, assume that facility 450 corresponds to a local police 
department and that facility 470 corresponds to a county prison facility to which prisoners of the 
police department are transferred when incarcerated for extended periods of time. Booking in an 
inmate into the jail at the local police department of facility 450 enters the inmate information 
into a justice application management database coupled to call processing platform 401, such as 
within justice application management system 421 . That inmate may be uniquely coded, such as 
by assigning a inmate number or using otherwise unique information (e.g., social security 
number), and might even be given a machine readable version of the unique code (e.g., a 
barcoded wristband). When transferred from the jail at the local police department of facility 
450 to the county prison of facility 470, the inmate's unique code (such as might be scanned 
from the aforementioned barcoded wristband) may be utilized to populate a database entry of 
facility 470, such as within justice application management system 421 of call processing 
platform 401 and/or justice application management system 447 of facility 470. Accordingly, 
the administrative time associated with soliciting and entering such information is foregone, as 
well as the added opportunity for data entry error avoided. 

[0087] It should be appreciated that access to data made available by call 
processing systems of the present invention is not limited to data connections from a facility site, 
such as WAN connections from workstations 442 to call processing platform 401. For example, 
access to such data may be provided via an application service provider (ASP) type 
configuration, such as may be provided via the Internet. An ASP hosting site may be collocated 
with other functional aspects of a call processing platform of the present invention or could be 
hosted at other locations, such as using WAN connections to a call processing platform. 
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[0088] Advantages in the sharing, aggregation, and/or analysis of data extends 
beyond the situation where associated or otherwise affiliated facilities share data. Where a large 
number of facilities are coupled to a centralized call processing system of the present invention, 
such data sharing, aggregation, and/or analysis provides appreciable advantages in conducting 
homeland security. For example, an appreciable amount of homeland security intelligence may 
be gleaned from data derived from all of the inmates and all of the facilities, such as all of their 
calling records, all of their calling patterns, all of their call recordings, etcetera, which might be 
scrubbed and parsed to find patterns indicative of particular activities. 

[0089] It should be appreciated that additional advantages of embodiments of a 
centralized call processing system are exemplified in the foregoing example. Enhanced features 
may be provided with respect to a facility which might not otherwise have the funding or work 
load to fully justify the expense for the corresponding infrastructure. For example, justice 
application management, which may comprise a back office software product for a jail to 
facilitate management of the inmates in the facility (e.g., what cells they are assigned to, what 
medications are to be administered to them, tracking their medical records, tracking their 
privileges, etcetera), management of facility personnel (e.g., scheduling working hours, tracking 
vacation days, administering benefits, etcetera), management of facility resources (e.g., 
scheduling use of vehicles and conference rooms, establishing telephone availability schedules, 
etcetera), and/or providing intelligence functionality (e.g., investigative analysis of call and 
money flow data, analyzing call and commerce transaction velocity, etcetera), may be highly 
desirable to all of facilities 450-480 but economically out of reach of all but the largest of these 
facilities. However, because a plurality of facilities are served, infrastructure costs may be 
spread across a number of such facilities to make it practical to provide such enhanced features 
to any or all facilities. 

[0090] Moreover, although larger facilities are free to take advantage of such 
shared infrastructure, embodiments of the present invention accommodate distributed 
deployment of such infrastructure, such as where a facility has a legacy system in place or where 
a facility has a sufficient work load to justify local deployment of particular infrastructure. In the 
case where justice application management system 447 is disposed locally with respect to a 
facility, embodiments of the present invention may provide backhauling of data to the centralized 
call processing platform for backup purposes, for centralized storage, for sharing, etcetera. 
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Additionally or alternatively, the data network provided by call processing system 400 may be 
utilized to link two or more justice application management systems 447 for sharing of data 
between facilities. The data connections via network 430 of the illustrated embodiment facilitate 
sharing of data in any of the foregoing configurations. 

[0091] Enhanced functionality provided by embodiments of centralized call 
processing systems of the present invention is not limited to the aforementioned justice 
application management functionality. For example, in addition to or in the alternative to justice 
application management system 421 disposed at a call processing platform of the present 
invention, commerce system 422 may be disposed at a call processing platform to provide 
various commerce functions. For example, inmates or other residents of facilities 450-480 may 
utilize telephone terminals 441 to place commissary orders, such as for candy bars, cigarettes, 
bed sheets, toiletries, etcetera. By bringing all this data back to a central site, embodiments of 
the present invention enable a commissary company to readily deploy commissary functionality 
with respect to a number of facilities which might not otherwise be economically feasible to do 
so. Moreover, commissary data with respect the various facilities may be aggregated for 
electronic delivery to the commissary company, without the commissary company having to deal 
with placing commissary systems at every facility to collect this data. Of course, as with the 
justice application management functionality discussed above, where such functionality is 
provided locally with respect to a facility, such as by commerce systems 446, the data links of 
the present invention facilitate operation therewith. 

[0092] It should be appreciated that the use of resources in addition to the 
aforementioned call application management system, call recording system, justice application 
management system, and commerce system may be optimized by embodiments of the present 
invention. For example, customer service agents (not shown) may be provided with respect to 
call processing platform 401 to provide such services as account establishment, call assistance, 
etcetera, even where call volume associated with any one of facilities 450-480 is insufficient to 
economically support such personnel. 

[0093] Similarly, the use of communication lines may be optimized using a 
centralized configuration of the present invention. For example, where discrete call processing 
systems are deployed with respect to facilities, it may be necessary to purchase telephone lines 
on the order of one to every two or three telephone terminals provided at the facility. However, 
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centralized configurations of the present invention are expected to allow improved telephone 
trunking such that telephone lines on the order of one to every four or five telephone terminals 
served at the facilities by the call processing platform will be sufficient. Such efficiencies in 
telephone trunking may be achieved because each of the facilities is unlikely to be experiencing 
similar calling demand simultaneously. For example, the call processing system may provide 
services to facilities in different time zones, allowing one facility to utilize telephone lines at a 
time another facility is not using the telephone lines. Additionally, some facilities may be 
experiencing periods of exceptionally low telephone utilization, such as during lock-down, 
allowing the system to readily accommodate other facilities experiencing periods of 
exceptionally high telephone utilization, such as associated with a facility providing unusually 
numerous break periods to inmates. The variations in calling across all of the facilities allows 
centralized call processing systems of the present invention to optimize utilization of bandwidth. 

[0094] It should be appreciated that the aforementioned trunking of resources at the 
call processing platform substantially mitigates capacity limitations with respect to each 
particular facility. For example, rather than being limited at any one instant to processing a 
number of calls equal to the individual telephone lines (or telephone line equivalents) purchased 
with respect to a particular facility, embodiments of the present invention will allow processing 
of a number of calls equal to the number of telephone terminals at a particular facility. Such 
instantaneous peak capacities may be accommodated in part by embodiments of the present 
invention taking advantage of the fact that digital communication, e.g., VoIP, allows aggregating 
calls into less bandwidth as well as taking advantage of the optimized utilization of bandwidth as 
discussed above. 

[0095] Having described embodiments of the various aspects of a call processing 
system of the present invention above, reference will now be made to FIGURE 5 wherein a flow 
diagram of operation of such a call processing system in providing calling services according to 
an embodiment is shown. Operation according to the flow diagram illustrated in FIGURE 5 
begins at step 501 were a calling party places a telephone terminal, such as one of telephone 
terminals 441, in an off hook condition. At step 502, a call processing gateway, such as one of 
call processing gateways 440, coupled to the telephone terminal establishes a link between the 
telephone terminal and a centralized call processing platform of the present invention, such as 
call processing platform 401 . The link between the telephone terminal and call processing 
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platform may be established by call processing gateway providing loop current to the telephone 
terminal and beginning a VoIP packet flow directed to an IP address associated with the call 
processing platform via a packet network, such as network 430. 

[0096] At step 503 of the illustrated flow diagram, the call processing platform 
interacts with the calling party and collects call data, such as by utilizing IVR functionality of 
call application management system 410. The aforementioned interaction with the calling party 
may comprise soliciting calling party identification information and/or presenting menu options, 
such as may allow selection of placing an outbound call, ordering commissary items, and 
checking an account balance. These menu selections may present further queries based upon the 
menu selection made. For example, when the calling party selects placing an outbound call, the 
call application management system may solicit a number to be called and a desired payment 
method (e.g., prepaid account, postpaid account, collect call, etcetera). 

[0097] Assuming outbound calling services are desired, the illustrated flow 
diagram proceeds to step 504 wherein the call application management system interacts with the 
validation system to determine call treatment. For example, validation system 413 may analyze 
calling party identification information to verify that the party has outbound calling privileges at 
the present time. Additionally or alternatively, validation system 413 may analyze the number to 
be called to verify that calls are allowed to be placed to that number. Validation system 413 may 
further analyze the desired payment method, perhaps interacting with call treatment system 415 
and/or billing system 412, to determine if sufficient funds are available to allow the call and/or to 
determine if an acceptable risk with respect to collecting monies is associated with the desired 
payment method. 

[0098] A determination is made at step 505 with respect to whether the call is 
authorized based upon information provided by the validation system. If the call is determined 
not to be authorized at step 505, processing according to the illustrated embodiment proceeds to 
step 506 wherein the call application management system does not connect the call, perhaps 
playing a message to the calling party stating the reason(s) the call will not be completed. 
However, if the call is determined to be authorized at step 505, processing according to the 
illustrated embodiment proceeds to step 507 wherein the call application management system 
connects the call. 
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[0099] It should be appreciated that processing of the call according to 
embodiments of the invention to this point in the illustrated flow diagram has been in the digital 
domain, with the exception of the link between the telephone terminal and the call processing 
gateway. Preferred embodiments of the present invention provide connection of the call to a 
carrier network, such as SIP/MGCP network 491, in digital format. However, embodiments of 
the present invention may provide connection of the call to a carrier network, such as PSTN 492, 
in analog format, such as by call application management system 410 cooperating with media 
gateway 417 to connect the call. 

[0100] There is no limitation according to the present invention that connection to a 
carrier network being provided at the centralized location of the call processing platform. For 
example, a caller in a particular facility may place a call to a called party which is local to the 
facility, whereas the centralized location is not. In such a situation, call application management 
system 410 of an embodiment of the present invention may implement the call connection by 
"hairpinning" the call content data (e.g., VoIP data packets) back through network 430 to the call 
processing gateway 440 of the particular facility and controlling call processing gateway 440 to 
connect the data stream to an interface coupled to a local carrier line, where such a line has been 
provided. Alternatively, call application management system 410 of embodiments of the present 
invention may provide a control signal to call processing gateway 440 to direct call content data 
(e.g., VoIP data packets) to an interface coupled to a local carrier line. Even where such local 
carrier connections are supported, embodiments of the present invention continue to provide call 
content data streams from the call processing gateway to the call processing platform, such as for 
recording of the call by call recording system 416, accounting for the call by billing system 412, 
and/or real-time monitoring of the call by call application management system 410, unauthorized 
call activity detection system 414, and/or word search functionality of call recording system 416. 

[0101] It should be appreciated that the aforementioned redirection of the call 
content data stream for local carrier connection at a facility is not limited to redirection at the 
facility at which the calling party is located. For example, it may be determined that, although a 
called party is not local to the call processing platform, the called party is local to a facility of the 
call processing system other than that associated with the calling party. Accordingly, where that 
facility supports local carrier connections, a call application management system of the present 
invention may redirect the call content data flow for local connection by that facility. 
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[0102] Although it may appear at first impression that connection of call content 
data streams to carrier networks at a centralized location such as that associated with call 
processing platform 401 may unnecessarily incur long distance and other toll charges, research 
has revealed that contrary to such conventional thoughts significant savings may be had through 
an embodiment employing centralized carrier connection. In a typical scenario, one may expect 
to pay approximately $.05 per minute for intralata calling and from approximately $.02 to $.03 
per minute for interstate calling where significant call volume is present. Also typically, one 
may expect to pay no per minute charges for local calling, although a monthly line charge will be 
incurred for having line availability. In contrast, however, research has revealed that intralata 
and interstate calling may be provided for per minute charges on the order of $.01 when calls are 
delivered to the carrier network in digital format (e.g., SIP), which presents a significant savings 
over the above interlata call charges and appreciable savings over the above interstate call 
charges. Accordingly, even where calls local to a facility and would not otherwise experience a 
per minute charge, embodiments of the present invention are expected to provide economic 
savings by backhauling the call to a centralized location for connection to a carrier network. 
These economic advantages are further expected to be enhanced through the optimization of 
bandwidth, as discussed above, allowing a reduced number of total lines to be purchased, thereby 
lowering the monthly line charges to the service provider. 

[0103] Continuing with the flow diagram illustrated in FIGURE 5, after connecting 
a call at step 507, the call application management system interacts with other systems of the call 
processing platform in providing a continued connection at step 508. For example, call 
application management system 410 may signal call recording system 416 to record the call 
content. Additionally or alternatively, call application management system 410 may cooperate 
with unauthorized call activity detection system 414 to ensure that a calling or called party does 
not implement an unauthorized calling feature, such as three-way calling, during the call. 

[0104] At step 509 a determination is made as to whether the call is terminated. 
For example, call application management system 410 may determine that an attempt has been 
made to implement an unauthorized calling feature and therefore may terminate the call. 
Similarly, call application management system 410 may determine that a call time limit or 
account balance has expired and therefore may terminate the call. Alternatively, either of the 
calling or called parties may terminate the call. If it is determined that the call has not been 
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terminated at step 509, the illustrated embodiment returns to step 508 for the call application 
management system to continue interaction with other systems of the call processing platform in 
providing a continued connection. However, if it is determined that the call has been terminated 
at step 509, processing according to the illustrated embodiment proceeds to step 510 wherein the 
call application management system releases the call. 

[0105] Although embodiments herein have been described with reference to 
telephone terminals, it should be appreciated that the present invention is not limited to use with 
respect to any particular type of user device. For example, video phones, multi-media 
computers, cellular phones, personal digital assistants (PDAs), and the like may be coupled to a 
call processing platform of the present invention for providing call processing services, if 
desired. 

[0106] Additionally, although embodiments herein have been described with 
reference to a calling party being disposed at a facility or location for which calling services are 
provided by a call processing system of the present invention and a called party being disposed 
remotely thereto, there is no limitation according to the present invention that a call processing 
system be used for placing outbound calls. Accordingly, a calling party may utilize a telephone 
terminal disposed remotely with respect to a facility or a location for which calling services are 
provided. Similarly, a called party may utilize a telephone terminal disposed locally with respect 
to a facility or a location for which calling services are provided. 

[0107] Although the present invention and its advantages have been described in 
detail, it should be understood that various changes, substitutions and alterations can be made 
herein without departing from the invention as defined by the appended claims. Moreover, the 
scope of the present application is not intended to be limited to the particular embodiments of the 
process, machine, manufacture, composition of matter, means, methods and steps described in 
the specification. As one will readily appreciate from the disclosure, processes, machines, 
manufacture, compositions of matter, means, methods, or steps, presently existing or later to be 
developed that perform substantially the same function or achieve substantially the same result 
as the corresponding embodiments described herein may be utilized. Accordingly, the appended 
claims are intended to include within their scope such processes, machines, manufacture, 
compositions of matter, means, methods, or steps. 
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